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Domain % of Examination

1.0 Threats, Attacks and Vulnerabilities 21%
2.0 Technologies and Tools 22%
3.0 Architecture and Design 15%
4.0 Identity and Access Management 16%
5.0 Risk Management 14%
6.0 Cryptography and PKI 12%

Total 100%
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DOMAIN PERCENTAGE OF EXAMINATION

1.0 Attacks, Threats, and Vulnerabilities 24%
2.0 Architecture and Design 21%
3.0 Implementation 25%
4.0 Operations and Incident Response 16%
5.0 Governance, Risk, and Compliance 14%
Total 100%
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MAC address table

MAC Port
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HAL-SW1 (config) #interface fastethernet 0/12

HAL-SW1 (config-if) #port monitor fastethernet 0/1
HAL-SW1 (config-if) #port monitor fastethernet 0/2
HAL-SW1 (config-if) #port monitor fastethernet 0/3
HAL-SW1 (config-if) #port monitor fastethernet 0/4
HAL-SW1 (config-if) ##iport monitor fastethernet 0/5
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HAL-SW1 (config)#interface fastethernet 0/12
HAL-SW1 (config-if) #port monitor fastethernet 0/1
HAL-SW1 (config-if) #port monitor fastethernet 0/2
HAL-SW1 (config-if) #iport monitor fastethernet 0/3
HAL-SW1 (config-if) #port monitor fastethernet 0/4
HAL-SW1 (config-if) #port monitor fastethernet 0/5
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HAL-SW1 (config) #interface range £0/7-12
HAL-SW1 (config-if-range) #shutdown
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HAL-SW1 (config-vlan) #name WebServers
HAL-SW1 (config-vlan) #exit
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24.0.0.1 24.0.0.2
Routing table
Network Path
23.0.0.0 F0/0
24.0.0.0 S0/0
25.0.0.0 24.00.2
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Gateway of last resort is not set

S 25.0.0.0 [1/0] via 24.0.0.2

C 24.0.0.0/8 is directly connected, Serial0/0/0

c 23.0.0.0/8 is directly connected, FastEtherneto0/1
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UTP Category Purpose Transfer Rate
Category 1 Voice only

Category 2 Data 4 Mbps

Category 3 Data 10 Mbps

Category 4 Data 16 Mbps

Category 5 Data 100 Mbps

Category 5e Data 1 Gbps (1,000 Mbps)
Category 6 Data 10 Gbps
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Cable Max Distance  Transfer Rate = Connector Used
CAT 3 (UTP) 100 m 10 Mbps RJ-45

CAT 5 (UTP) 100 m 100 Mbps RJ-45

CAT 5e 100 m 1 Gbps RJ-45

CAT 6 100 m 10 Gbps RJ-45

Fiber-optic 2 km 1+ Gbps SC, ST, or LC
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Device Scenario

Switch A. A group of systems that can have their data collide with one another

Load balancer B. A communication boundary

= - B TP C. A layer-3 device that sends data from one network to another

___ Port security D. A layer-2 device that filters traffic based on MAC address

—_VLAN E. A device that is used to split the workload between multiple servers

___Router E. A cable type that carries pulses of light

____Collision domain  G. A type of cable that has copper wires divided into pairs

____ Fiber-optic H. Controlling which MAC addresses can connect to the switch
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Octet 1 Octet 2 Octet 3 Octet 4
IP address 192 168 1 15
Subnet mask 255 255 255 0
Address portion N N N H
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Octet 1 Octet 2 Octet 3 Octet 4
IP address #1 192 168 1 15
Subnet mask 255 255 255 0
IP address #2 192 198 45 10
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